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How to keep my child safe online: Parent/ guardian advice

At Lampton, we take our students’ safety and well-being as a matter of high importance. We
teach a thorough curriculum across both PSHE lessons and our tutor programme, as well as
assemblies, to empower and educate our students in how to be safe online.

As the bill payer for your child’s technology, you have both the right and responsibility to
ensure that your child is accessing appropriate content, is safely navigating their social
media accounts and accessing the internet within reasonable time-frames.

In the following document, we have collated some advice regarding keeping your child safe
online and included some further resources which you may find informative. There are also
some images to guide you in checking your child’s phone.

Using family accounts

Many technology firms provide a family-account function which enables all devices to be
linked under a ‘lead’ login (i.e. the parent/ guardian). This allows you to:

- Set screen timers
- Block inappropriate content and websites
- See reports of the activity on those devices (e.g. time spent on each app)

You can find more information about how to set up family accounts below:

Google family: https://families.google.com/familylink/
Microsoft Family Safety: https://account.microsoft.com/family/about
Apple Family Sharing: https://support.apple.com/en-gb/HT201088

It is also a good idea to have the passcode to your child’s phone/ add your Face ID to enable
you to unlock their phones if necessary. This may be needed to protect your child in the case
of online bullying, or more serious concerns including online grooming.

Checking my child’s phone

As children grow up, it’s normal that there are some things they will become private/
secretive about. We understand that checking every single conversation and app is
impractical and may cause more conflict than good.

However, it is vitally important that you are checking your child’s phone to look out for
inappropriate content being sent and strangers trying to get access to your child. This can
also be a brilliant opportunity to initiate a conversation with your child about how to know
what is/ is not safe online. For more advice on how to have this conversation, please see the
NSPCC website:
https://www.nspcc.org.uk/keeping-children-safe/online-safety/talking-child-online-safety/

Our advice is to check the photo folders on your child’s phone (e.g. Camera Roll for iPhone).
If media is sent to your child, it may automatically save to their media folders. It is worth
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noting that it is illegal for anyone to have indecent images of children on their phone, even if
they are children themselves. If you become aware of indecent images being sent/ received,
you need to contact the police and our safeguarding team.

It is also important to check who your child is talking to. It is not necessary to read through all
their chats, but it is important to know who they are talking to and consider the following
questions:

● Where do they know this person from? Do they know them in real life?
● How long have they been talking? How frequently do they contact each other?
● How much do you know about this person? Does your child seem different after

talking to them?

If you are concerned about anyone your child is talking to, you may want to briefly look
through their conversations and have an honest conversation with your child. It may be that
your child is embarrassed or feels uncomfortable, so simply reassure them that you are
interested in their friends and want to make sure everything is okay.

A final piece of advice is to avoid your child being part of large group chats. Some of our
students are in group chats of over 40 people. One of the main concerns here is that it’s
difficult to prevent inappropriate content being shared in such big groups. It is also in large
group chats that we often find feuds and arguments getting out of hand, and conversations
going on until the early hours of the morning.

Check privacy settings

All children should have private social media accounts. This means their profile cannot be
seen by anyone who they have not agreed to connect with. This cannot stop people trying to
message them but can prevent unknown strangers from viewing your child’s content.

Location settings are also very important. Most apps automatically enable location settings;
this means other people can track the location of your child at any given time. All students
should have location settings disabled on their social media accounts. You may have
personal location settings enabled for family-tracking purposes, but this must be password
protected for your safety.

Managing your child’s screen time

Most operating systems allow you to create a family account, through which you can have
access to, and autonomy over, your child’s use of technology.

We have found that lots of students are still using their phones/ tablets until the early hours
of the morning. There are lots of apps and programmes which enable you to manage how
much screen time your child is using, even when they are alone. Please see the guidance
and websites below for more information.

Apple: https://support.apple.com/en-gb/HT208982
Google/ Android: https://support.google.com/families/answer/7103340?hl=en
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How to.. Guides

Please see screenshots below to support in how to manage your child’s technology.

Setting up Face ID (Apple)

How to check my child’s media folders (Apple)
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How to ‘Unhide’ Hidden photos (Apple)

How to check my child’s media folders (Android)

How to check my child’s media folders (Social media)
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Managing your child’s screen time (Apple)

Please see the images below regarding setting up screen-timer controls on your child’s
phone

Apple: https://www.imore.com/how-set-screen-time-your-child
Android/ Google: https://support.google.com/families/answer/7103340?hl=en

Disabling location settings (Apple)
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Disabling location settings (Android)

Where can I find more information?

Police: Child Exploitation and Online Safety https://www.ceop.police.uk/Safety-Centre/

NSPCC (keeping your child safe online):
https://www.nspcc.org.uk/keeping-children-safe/online-safety/

Internet Matters (more information about inappropriate content)-   
https://www.internetmatters.org/issues/inappropriate-content/learn-about-it/

Lampton School Policy:
https://www.lampton.org.uk/341/key-information/category/4/student-behaviour-welfare

Government guidance:
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-onli
ne/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online

UNICEF: https://www.unicef.org/coronavirus/keep-your-child-safe-online-at-home-covid-19
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